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Uf dear General Uarshallj 

Reference le nado to your request of Febimary 7, 

: 1947, asking that* I designate a Special Agent for .an assign- 

nont of approxteately three aonths to the United States 
* Delegation at the Council of Foreign leisters in Koscow, 
USSR. I ao pleased to inform you that Special Agent John 
U. latter ihas been designated for this assignment. Special 
Agent Matte? is an experienced and thoxwghly qualified 
ccmmicatlons technician.. Arrangements are being perfected 
for his imedlate departure to Koscow. 


With assuiances of my hipest regards 

sincerely* yotnrs. 


Mr* Tolson 

Mr, E. A. Tamm 
Mr. Clegg 


Mr. Coffey^ 
Mr, Glavin^ 
Mr. Ladd_I 
Mr. Nichols 

Mr. Rosen 

Mr. Tracy. 
Mr. Carson 




Mr. Harbo 

V Mr. Hendon V 




Mr. McGuire^ 
Mr. Mumford^ 
Mr. Piper 


j 


Mr. Quinn Tamm^ 
Mr. Nease, 

Miss Gandy 



1138 viauuy ^ ^ 

J347>, 



STANDARD FORM NO. «4 


STANDARD FORM NO. $4 

Office Memorandum 


TO 


FROM 


SUBJECT: 


THE DIRBCTGl 
D. U. Ladd 



0 

UNITED STATES GOVERNMENT 

. ^ ' IN i*rt5- 




DATE; Febmary 11, 


Request of Secretary of State Karshall for 
^ * ssignment ^B^eau-Te chnicianJtor Conduct 
irv^sat 



Surveysat Moscoir I . ii i 

A)icyopUv<s 
U»S, K y«v^>d4ASM 1 

There is attached a letter to you from Secretary of State 
M^shall, requesting that the Bureau assign on special assignment for a 
p^iod of approximat^y three months a technician tc^conduct a security j 
survey of headquarters to be used at the f orthcoming''Council of Foreign 
Ministers in Moscow on March 10, 1947. 

Secretary Marshall has asked for the services of a conmn^cations 
technician to inspect the telephone system, rooms and offices to 6e occupied 
by the United States Delegation. The Bureau representative would accompany 
a representative of the Security Office of the State Department and would 
leave Washington on or about February 26, 1947. 

RBCMHDATIONj 

It is recommended that the request of the Secreta3:*y be declined . 

Tit is not thought we can send a man on such a mission because of our critical., 
Ajshortage of personnel for our domestic responsibilities. I might also jioint 
^ ^Dut that under the present setup, such a ndsaion is _Jdifi_rfia ponR->hllit.y of 
/CIG» Also, you •will recall we werb recently advised I [ 



Visa GefidyT 


b7D 




If you approve, there is attached a suggested lettw to Secretary 


Attachments^^|:|,^|.|.^^ 

RRR:(^ ft/Vo HeW 

JKilillJJ / 

NOTE 




ggestea J.ett*» to secretary i^#/ 

f n! / / 

’ IT* 

MAR 31 



BY IHE ASSIGNMENT OF ONE MAN, THE BOREAU WOULD OBVIOUSLY NOT WANT TO ASSUME/ 
ANY RESPONSTBIUTY HERE. IT WOULD TAKE A SIZEABLE STAFF TO EFFECT ANY / 
SECURITY UNDER THE CIRCUUSTANC5S PREVAILING IN MOSCOW. 




JKM 


54i\PR8 Mr 





CC-247 


February 11 j 1947 




i/i 




A 



0 

o ^ 


MEMORANDUM FOR THE MREGTORX 


Ret REQJJEST OF SEORETMY OF STATE mRSHAZl 


chols 1 

Mr. Rosen 

Mr. Tracy 

Mr. Carson 

Mr. Egan 

Mr. Gurnca 

Mr, Harbo 

Mr. Hendon 

Mr. Pennington 

Mr. Quinn Tamm^ 

Mr. Nease ^ 

Miss Gand y 


FOB^x miGME NT 01 
cotmcfi SECUBITT 


BUREAU TEOUNIGIAN TO 

uKVEr-ATnsosaow" 


While I am reluc-bant to recommend' approval of the 
attached assignment involving the sending of a man to MosoOio 
to conduct a security survey, I believe that under the terms 


iif ^'of our appropriation we have no choi.oe in this matter and must 
> ^accede to it in the light of the ^Secretary's request* - 


Oollateralli 


'.agree 


thinJc- consequently that we must 


ngnvT^ni 


ih' 


This being the second' situation in the past week 
ywhere we have had to comply with a State department r:equest 
about which we were not too enthusiastic, I think we have to 
give consideration at this tin^e to the question of whether we 
desire to .reword the provisions of the Appropriation Act to 
eliminate the proviso for investigai:ions requested by the f 

'Secretary of State*. This involves fundamentally weighing the f 
benefits between the advantages of such a provision and' the /A 
responsibilities attached to this provision. It seems to me, 
ih the light of the present gre.atly unsettled situation, relative 
to world-wide inielligence, that it is to our advantage to 
continue this phraseology in our appropriation through the 
current year since probably the advantages of this provision 
will outweigh the disadvantages, 




Respectfully, 


EdW* A, TAim 




TTH rr* 


^ ' X 

m?i Si i'>47 


Attachment 

EAT:mi 


54APR 8 


m? 


, Vyi 






^"T"^ Ji- 

ms MEMORANDUM IS F0R.lApMINISTRA8 


^UR^SE^ , 


TO BE DESTROY© AFTER ACTION IS TAKEN ANlHlOT SENT TO FILES 



tfnToJ^on..^.. 


Director 

Federal Bureau of Investigation 
Washington, D.O. Jik 




‘ Mosoowj/U.S.S.R, 
\March|'i'5, 1947 / 


"JON£‘ 


ry\/ 

^ If 

^ 


.ltd««u 


|Mr. Tracy 


-'Slr.Kfjan 
Mr. Hendon.. 

) Mr. P»nsioKton ..... 




fH 

r-'u 

Ui'* 

tSv. 


Dear sir; ^ i»ir.if»ttcioKton,-... , 

Upon arrlval at the Moscow military airport on Feh. 28i»a.9^7>ftpfe>..., ! 
..Russian authorities hoarded the plane and required that wej£5^<«>^,...,.yv. | 
Ij render our passports before we left the plane* Transportatl^j^»^--"4^ 

* to the National Hotel was provided by Intour 1st. Since the^^^Vj^#>l 
Moscow Hotel, in which all the delegations were to be hous| 07 <'*j - if 
was still in the process of renovation, a six day stay a'^the 
National was necessary. The latter hotel was also in thef pro-/ 

^ cess of renovation. By Friday? March 7, the Moscow was opened, 

S llbut on registering it was again required that the passports be / ^ 

I surrendered. On March 16, the passports were again collected ^ 

^ inasmuch as it was discovered that the Russian Foreign Office 
had not passed on them since our arrival. 

0 The Nationalls a fourth rate hotel at the best. The Moscow 
r is second rate by our standards. It is interesting ta note 

that the walterswere wearing plain white Jackets prior to theK^V''* 
arrival of the main bodies of the delegations. They now are 
garbed ln> tuxedoes, ill fitting fcrthe most part, - 
TD The people on the streets are warmly dressed in most ^ 

J although shabbiness is much in evidence and several layers ok 
J thin clothing are often seen instead of one or two heavy garments.'<^^ 
t There is little laughter or other signs of happiness. Most faces 

A are grim. Some shoes and leather boots are to be seen, but the 

3 most common foot apparel is the high-top wool felt boot. It is 

% not difficult to spot those who have money, since their wool ^ 

3 or fur coats stand out in viyid contrast to the shabby black 

ones worn by the vast majority, \ s 

1 The fopd situation is acute. Strict rationing prevails H 

^ for all, but those who have money can buy almost any item on vC 

4 the open market, provided they are willing to pay the price. g 

For example, ten rationed eggs sell for about §0,85, In the r 

’ same store under government sanction, unrat ioned eggs sell.- g 

^ j for $6,80 each. Soap is virtually unobtainable. The food H 

3 ration of the Ambassador is so short that he finds it necessary ^ 

5 to bring food in from Berlin to maintain a well balanced diet. § 

I His jnorithly egg ration is 10 eggs. In, order to. avoid paying o 

the open market prices, he is keeping 25 cMSkens in the Embassy k. 
residence yard. How that he has the chickens, thoug^ ^ AW^ 

having extreme difficulty in obtaining ohiqkeji feedy^^/^^'-'^^ j 
The food at the Hotel is good, but the portions 'are very 
small. All members of the delegation have r^jlon books, and 
must surrender the proper ticket for each particular meal. 

At the regular rate of exchange, 5 to 1, tl^ ideals wodld cost 
approximately $13.00 per day. At the dipl^^tig^r^te. . IS to It 
we are paying about. $6.00, '^1 


meals wodld cost 
, IS' to 1 




«fiabQ^ 




j! 




To date, the writer has completed the teolmloal check of \ 
the Ambassador’s office arid of 12 rooms at the Embassy re si- ‘ 
denoe. It was possible to complete the check on all rooms 
to be used as offices -before the delegation arrived, and also 
I the bedroom now occupied by the Secretary of State, ^ No_jnlcro.^ 
{ phones have, been discovered . One phone was found to be wired. 

• so that the microphone In the earpiece could be used when the' 
phone was not in use. An examination of the wiring indicates, 
however, that the extra wire used to Jump the switch waOLte 
stalled at the factory. The sensitivity of the microphones 
in both IKS^rplecTand- the mouthpiece Is poor in comparison 
to those of the Western Electric Instruments, The earpiece 
microphone is of the magnetic type, while that in the mouth- 
piece is of the carbon type. The carbon particles in the 
microphone are packed so loosely that when the handpiece is 
on the- cradle, the microphone will not function, thus eliminat- 
ing its use when the phone is not in use. 

In the attic? the writer discovered approximately 60 feet 
of extremely fine, cotton-insulated wire characteristibly used| 
in installations where concealment of the wire is* essential. 
About 9 feet of this xvire was concealed in' the dirt of the 
sub-roof, and led to a hollow space in the wall and ceiling 
|‘ above the room formerly occupied as an difice by former Ambas- 
sador Davies, and nov^ occupied by Mrs, W.B, Smith as a bedroom, 
.A hole Just, large enough to permit an averagelsized man to 
squeeze through had- been cut through the 4-ihch concrete sab 
-roof which is covered with dirt. The remainder of the wire 
was found in the hollow space which is about 18‘x 2*.x 3’, A 
thorough search failed -bo reveal any microphone. While the 
building is a regular maze of old telephone, buzzer and power 
wires, no other, indication of .Burvella pces has been found. 


The writer ar.rani^ed;;:%ii.^ to talk to 


b7D 


J 






As to the Conference, the usual Russian snags have been 
encountered. No concrete progress has been made to date. The 
general opinion is that it will last about one month. 

Snow removal in Moscow is little short of amazing» It has 
snowed all except three days since the arrival of the welter, 
arid' yet the main streets are dry. This is accomplished by the 
use of hundreds of women, boys, and older men,. They scrape j, 
sweep' and shovel, the snow into the gutters. Then the snow 
is shoveled .'into trucks and hauled away. They are at 
task shortly after the snow starts falling, regardless -of the 
time of day, and keep at it until all snow is, removed. One 
sidelight of this snow removal is the fact. that, the writer 
has not observed a single, car equipped vjlth c.hains. 

Very truly yours, 

< 0 ^ \ 


John M. Matter 
Special Agent 




federal bureau of investigation 




J^r. Ladd 

l.Jr. Rose^ 

CleggQ 

jjr. Glavlg^ 

Mr. NichoISL' 


Director 

Tolsoir~" 

Ladd/!^ 


cicgM 


J^rd^ection 
Jdrsonnel Files 
Send File 
5pi^ file up- 
^J^date 
earch, serial^ 
ize^ and route 
Room 

[e^it&nicaX Section 
lureau Supply Section 
faii^Room 


' — •* I Air. j ^0^ y 

____Jr., Tracy 

lir. Harbo ; yKif. „,.L,<f|feptlanicai Secti 

Mr. Render Supply Se 

M r. Pennir 

Mr. Quinn Taimnornea..-jii«<^ * 

-M r. Nease I Mr, Haarbo 

-M r. Coyne t’-t- Hendon ......... I 

J 4 iss Gandy t^r.Penninct<m....f;Vn me re this 

Mr. Carson ^”'"“'*'^^^rJlpte and return 

Ncftfle-. j 

I mt* Gandy .........^ t . # 


J.(iss Gray «f 

Jiiss Lyon 

^ iss Butcher- 


^t^p i 8^ mail ed 
!3ripare tickler 
-Call these files 


^See Me 



Edward A. Tamm 

5734 ' 












- pric es of consumers goods, def Inlterly-rerieci; inr-La-cion,' 

-e Ttiflh«s cai -- ^16.00*, Adults’ slioes $100*00.. Shoes 
for childrL ■— \40.OO. ^Jflatches $400,00 to $500.00. 

- SLtric -DhonoKraphs — $300.00./ Single-unit hot, plates 
S' vSy -- IsSiOOV .0r.atoary-upright.5lano3 ^ 

'I1OOO.06. soap -r §3.'O0 a bar.. Womisn’s blouses -- $50,00. 

^ Surveilances of' delegation, meiabelrs has been .^otty., 

iphP writer has not bedn under' •survellance at any ,ti^e, 

From talking to. other persons,- it would appe'ar J^t ^here 
i«5 no definite program^of surveilance delegation mem- . 
hprs in the few instances ,knom to the writer, the pur-r 
nose ’seems to have been to keep the indCyidual under obr 
leriatiOtt regardless ot whether the fact of tho'.^uryeilance 

bec^e ^0^ of state M^shall is ^foll6wed%by two c^^ . 

phtitsiniiiK 12 men whenever he leaven the Babassy .residence., 

' in hddiWoh a Russian- Captain accompanies him In hin , 

1 OTO (M^shai’^l oar* Mbassador smith has a one car 
' ITeoTt at all times. The. purpose, of the sujyeilance seems 
^ to S as much for; , prbtectibh as for inf ormation. on contacts 

^ifvelal^Soliet Nationals have guardedly expressed to 
‘ the wfiter their desire to visit the statea, but have pointed 

, S S“fa6t. thftt a i* next to, Impossible-. to; geJ-W jxtt. - 

* ■ They wish it was not that way.. One stated that the' 

feS’of the wm (MVD„) constantly restrains the activities , 

' and thoughts and speeph of .almost all .Soviet citizens. ^ , 

mother praised the standard of llvlng..of American citizens 
.Sd S^lained that even with all , the five-year: plans, the 
’flvLace' soviet has no more, ’and^in some cases less than he 
hafuhdef the. czar i One even stated that things mi.^t he 

different had Len^ li^ed. 

' * - ' V "Very truly yours, 

dohn M.. Matter 




Honorable Gcorco C, l^arehall 
Secretary of State 
Dcportacnt cf State 
TToshir^toa, D« 0* 




*‘V ‘ 


:ej^ 
: 'V 


dear General tarehallr 

^ho Agent cf this Eurcau >s?r:o at ycur request acaoepaaied 
ycur Delegation to UosacTf fer the Fcreira Lir.iatcrs’ Copferohccf 
hag retuT.cd tc the United Ctatos and h-s prepared a ccaplGta 
ra:acrir4ud coverin,^ I4s tochndcal assigrsaont* !Jro copied 
this oescrar.to are attachodn 

It is noted that a ccsplote phyeical and oloctroaio 
chock Tag cade by cur Az^tA of all of the rcong at the 
Aabassadcr's residance (Spaso House) aa ifoII as seven rccss 
cf the United Stated Eebassy building* This chock failed 
tc reflect the existonoe cf any rlcrcphcna installaticns. 

A tedu'JLcai chock vas also cade cf the pfreno systea 
at Spade House and at the EobaSsy which rovoalod no bvldonco 
of wipe tapping within tho Units cf the building. Inoludod 
in the coaorandua aro a eorios of rocennorjdatiois regarding 
future acoarity of Cpaco L'ouso and tho Embassy building. *■ 


i aa inforcad that every possible ccurtesy and 
assistance was rendered crar 'gent in jUosccw for which I so 
deeply appreciatiyo.. I trust that ycu will findjtho attached t 
ronbrandua of interest. / ^ 

RBnowmrT) ^ ^ 

With assurances cf cy hi^.ust rega^,^^ » fe 

Sinoeroly ycurs>v . ^ ^ 
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fiffice MemorMum 

TO ; Mr, Har^ /fS' 


UNITED St£IES GOVERNMENT 


DATE: September-. 83, 1952 


SUBJECT: 


. UICROPHOKKS Am.TECmiCAL ^J-NST-AIfM^-I>ClllS, 


Orf£^ 


Reference is made to memorandum under date of September 11 ^ — ^ 

^ 1952, ^from Ur, A. H, Belmont to.. Ur, D, M, -Ladd advising of the nu.*.^ 

finding of'an ultramodern radio transmitter concealed in the 

V library in the residence of the U,S, Ambassador in Moscow, The 
transmitter was found by State Department technicians, 

^ The transmitter mentioned above was delivered to the Laborato^g^ 

\ ^ and examined by personnel of the Radio and Electrical Section o j^. 1 

September 16 and 17, 

RESULTS OF. LABORATORT EXAMINATION 

■ Y 

. It was found that th ^^ ultramodern radio trans mitter" consisted 

of a cavity resonator with a oip n'^eliser micro ^ the high' 

V impedance end of the cavity and with a 1§ wave length antenna extending 
out the side of the cavity. It was immediately apparent tha-t the , 

‘ \ ^ device was designed for use as a microphone unit without any external 

wire connections by beaming a UHF radio signal of suitable strength and 
^frequency toward the antenna of the unit and by using suitable UHF 
^ radio receiving equipment which would pick up and demodulate the re- 
• ^ radiated and modulated signal emitted by the antenna of the device, 

^ Attempts were made by using the available electronics test 

\ equipment in the Laboratory to determine the UHF operating frequency of 
the device. These attempts were at first unsuccessful due to the fact 
our test equipment would not operate at frequencies higher than 
■b approximately 400, mo. Personnel of the electronics division of the Nation^, 
M al Bureau of Standards were then contacted in an endeavor to locate 

’ suitable test equipment for this project. As a result of this contact, 

-y the Bureau was able, tp borrow, for a period of one day, one Power 
^ Oscillator, Airborne Instruments Laboratory, Inc,, type 124, range 300- 
02500 me; one Hewlett-^Paokard model 610A UHF Signal Generator with range 
\450~1200 me; one tmilCg unit TN~19/APR-4 (975-2200 me range), and one 
\'^pf%iAln\ng unit TN-54/APR-4 (2150-4000 mo range). After obtaining the 
')^/^ove equipment from the Bureau' of Standard and checking throughout the 
^ f^oquency range of 100-2500 me it was determined that the "ultramodern 
^ i^adio transmitter" was designed to operate on a frequency between the 
'limits of approximately 1650-1800 me, the exact operating frequency 
^ being determined by the setting of an adjustment,jwhich was built into 

V the cavity resonator of the unit, i 

\ ,-<^‘' 1 / jBSORDffl-a 

^ Bis,vrhjy^ 

Attachment^. > \ 
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Uemorandum io Mr, Harbo 


September 83, 2958 


After tKe operating frequency of the device .was determined, 
tests were conducted to determine the microphone sensitivity of the 
unit. Results of these tests indicated that the microphone was >very 
sensitive with good pickup range and good quality of speech' reproduc- 
tion, There are attached hereto, photographs of the device in various 
stages of assembly and positions and a diagram showing the various 
dimentions of the unit. 


It is recommended that this report be placed in the Bureau fil 
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Major' General Richard C» Partridge 
Colonel H* H. Kaessevj Jr, 


For the Department of 
the Navy 


Captain D, C, Bamberger 
Mr, L, Willard 


For the Department of 

the Air Force Major General Joseph' F, Carroll 

Colonel Charles Sommers 


National Security Council Mr, Patrick J. Coyne 
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Office Menmandum 


o UNITED STATES GOVERNMENT 

JUNE 


FROM : 


^SUBJECT: 




^ / 

^-jmJPECmXOAL-MSTALLAllIOl W IN miTT P.T) 

(105-19581) 


DATE: October 13 j .1952 


Tol8on_ 

La<M 

CleK_ 

Olarln^ 

Nlchol«_ 

R©sen_ 


Balaonr, 

Uohr 


^It is respectfully recojnmende.d that since research 
has been completed on development of activating devices for 
the so-called ’'resonant cavity" that the FBI Laboratory 
advise the domestic Intelligence Division how soon "resonant 
cavities" and their activating devices can be made available 
to the field, since their use is of definite value in domestic 
intelligence investigations. 


Rooq_ 

Keag« 


Ca»ay_ 
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ce Memorandum • united states government 
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TO : 
FROM : 
SUBJECT; 


UR. D. U. UDi) 

MR* A, H, B/^ONT 



f-y ^ « 

^IHROPHO NE AND TEGHNIOAL INSTALLAT IONS 

' n innL^UBAS SIES ABROAD 

ESPIONAGE - R 


DATE; October 23, 1952 
JUNE 



the residence of 

imSHlsador in Moscow is at least a month away* 

While the memorandum indicates there, are practical 
difficulties which must be overcome before the 
device could be made available for the Bureau s 
use, dt is felt that the possibilities presented 
by having such an instrument available in the 
handling of our cases are such that its adaptation 
should be effected as soon as possible* There are 
certain conditions under which this device would 
appear to make possible microphone coverage where 
existing devices are not practical* 

RECOMMENDATION : ' 

It is recommended that the Laboratory 
advise the Domestic intelligence Division as soon 
as it has progressed in its research to a point 
where practical application of this device can be 
made* 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OP INVESTIGATION 


inRtpiy^Fl&aeRejerto^ American Emb^sy 

Fife No. 

1, Grosyenor Square 


‘ London, ^'1*1 

V> 

Date: 
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October 2l|, 1952 (yV \ 

To: 

•Diwctor, FBI \ 1/ 1\ ) ‘ 


leg^ Attache xW 

T 

London, England 

Q 

0 ' ' . 

Subject: 

HCHOPHONE AND TECHNICAL 


IN3TAIJATI0NS IN U. Si 


- AIR COURIER 



"JUNE" 


EMBASSIES ABR)AD 
ESPIoMAGE - R 


ReBulet 10-6-52. 

1 


TBipn the contents of reBulet were discussed frith 

TdlO 3xgucctc|^ ^ rt/NTie-r AoyoA hft said 

that, over a year ago. 


Since then, there hast 


I jto locate the source of tlds transmission 

Consequently, tihen the present*, incident a^se^ leading to the discoy eiy of 
the resonant cavit yJ I 


I 


^ photographs pf the device, said that 
"land were p resently 


etc. 


I 


stated that, ina^uch as 


liegarding; Uie 'device CJ^e fidm State Depaiftmeht- soutxjes,, they assumed 
.the' Bureau was naturaTly '.being kept ad^msed in Washington as 'to. all developments. 

Icon- 



fidentiallystatedl 1 JT 

I ' | He lecalied^it.was shown not only to, xne nureau, duo a±so, «« ueiicywa, 

^ Smith and 1^6 Chiefs of Aimy.- Air Force, and Naval Intelligen ce. 

■He. stated its I I b7D 


J 


JP0:CRI 


#S\ 



■■ 




jlECOROtO 

-no 


-a> 



'31 

<t0'/ 13 SSl§ 





V 


Director, FBI 


10 - 2 U -^2 


I Iclaimsd to be more than certain the Bureau is in possession 

of all infonaation available to date regarding* the instrument, if there is 
any doubt on this point, he suggested contacting John Yf. Ford, Chief, Division 
of Security, Department of State. 


The Bureau will be kept advised as to actions taken 
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CAVITY MICROPHONE r 

jT 


Description 


Physical - picture 
Operation - 1700- me 


Background 


Problem encountered - heard on receiver 
Search by use of audio 

Discovery and installation - imbedded in a seal 
Countermeasures 

To locate and capture microphone 

Active detection simulates actual operation 

Transmitter (signal generator) 

Receiver -(aperiodic within hand) 

General procedure to be followed 
Antenna patterns may vary 

Physical cover for driving transmitter and receiver 
Technical requirements 

Operators must understand fundamentals of operation 
Must be aware of possible variations in frequency and physcial 
shape 

Must be able to- handle local technical problems 
Strong undesired local signal 

Coorelatiqn of available information with searches 
'•General understanding of microphone possibilities (other types)" 

(only referred to as above, no elaboration) 

Project current status 

Microphone turned over to FBI 
Examined and operated 

URL and FBI carrying on countermeasures development 
Completion in week or two of prototype equipment and final 
technical report 

QUESTION PERIOD 

What can be done as a countermeasure until countermeasure 
equipment is availableP 

ANSWER: No technical help can be provided but it is suggested 





0 


0 


that general security factors be reviewed in the meantime* 

Does the unit appeared to be mass produced? 

ANSWER: The unit was marked with the number "11" and parts 
were "drawn" by heavy machinery so the possibility 
of a number of units having been made is very good* 

How far away can the enemy transmitter be? 

ANSWER: FBI tests in the open gave 75 feet range with no 
specific design of the equipment used in the test 
but a theoretical range of 15 miles of 200 watts 
of power indicates that the practical range could 
be much more than 75 feet* Sending the radio signal 
through a wall is difficult and greatly reduces the 
practical range* 

Were there 8 such microphones? 

ANSWER: Only one to the speaker's knowledge* 

Has a contact microphone on a spike been used as one of these 

devices? 

ANSWER: 'The speaker does not know of any such use* 

Does the enemy know when the device is being taken out? 

ANSWER: Probably, as they can hear what is going on in the 
room and handling the device is clearly received* 

Can strips of tinsel be used as an interim countermeasure? 

ANSWER: It might he effective over a certain frequency band 

but would be of no help on other frequency bands* 

Has a copy of the microphone been made? 

ANSWER: The speaker has not seen it if it has* 

The briefing was terminated when there appeared to be no further questions* 
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HAS BEEN RJMOVED FOR MR. LAMPHERE TO BE KEPT PERMANENTLY IN HIS 
OFFICE, ROOM 1736 


% 

SEE FILE 66-2554-7530'FOR AUTHORITY;. 
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BE OUESI IT 
U.$.EiBI$$T 


Will Occupy Suite 
; At: Hotel 1 

I ' J 

t 

'MEXICO CITY, Nov. 25 <CTPS) 
— Vice-PresidenUIect Nixon, who 
has been appointed, by Pr^ident^ 
elect Eisenhower as his ^rsonal 
representative to attend nex t Mon* 
day's inauguration of ilexiw's 
new chief of state, will get'tnore 
jthan a frosty reception^ from 
jUnited ''States Ambassador Wil' 
liam P'Dwyer. In fact, he appar- 
gently will get no. reception st all. 

' Word came from embassy offi- 
cials today that arrangements are 
being made for Nixon to stay in 
the hotel del Prado in Mexico City, 
rather than in the United States 
embassy residence, which usually 
houses high ranki^ visitors such 
as presidents, and presumably in- 
cluding persons elected to these 
positions :even tho not 
ducted interoffice. 

I 111 * i m . Jmnt^ 



Purthennore,: i^dicatloos. are 
I that O’Dwyer will not even invite 
iNixon to the United States ena- 
ij)assy. '^us far O'Dwyer 1ms ar- 
ranged that the lone reception 
planned for the United States 
delegation will be h^ld at the honie 
of the, counsellor of the embassy, 
Paul Cujbertson.^ 

It Is apparent that O'Dwyer Is 
so angry 'over Nixon’s recent 
statement in Washington that he 
would' have “what * wntact >with 
O’Dwyer his official position and 
^jinine will require/' that he is g6-| 
ing to give Nixon a first rate snub- 
bing. 

.'Nixon was named by President- 
elect Eisenhower to attend the in-; 
jauguration of Mexico's irew presi- 
jdent, Adolfo Ruiz Cortines. Eisen- 
hower also sent a personal message 
jOf friendship to the Mexican peo- 
ple which received banner head-; 
line play in the Mexican 
today. ' 


press 




54 Nations Represented 


I 

Fifty-four nations are sending 
j^elegatiohs to attend the inaugu- 
[ ration, whicli will be $: lirilUant; 
; spectacle. The, principal ceremony | 
will be held in Mexico’s palace ofi 
fine, arte at Monday noon. The 
whirl of evente Includes* iriaujmral 
balls and receptions. 

Ruiz Cortines is practically the! 
handpicked < choice .of the br^sent] 
presldent,^Miguei Aleman, and is 
expected to carry on .Aleman’s 
pro^am- of. public works.and'gen 
eral Mprovement of the living 
standards /of- the -Mexican people. 

Aleman soon, will .leave for a 
winter vacation fa Europe, return-; 
ipg to devote his attention to his 
two ranch^.ile is a wealthy man.! 

O’Dwyeri who not too long'^ago 
vented his; temper on a wire serv-” 
ice correspondent who announced 
O’Dwyer .was considering Mexican 
citizenship, has ^id he will' resign 
about.Jan.j2^. Indications are that 
he will become a law consultant 
in Mexico. His wife is jsald to be.| 
furnishing a lavish home which 
will include crystal ci^ndeliers. 
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Enolotcd }i$rctDiiih is Hhe ^inal iechnicdl popop-b 
in ooniisGiion oibh pssccPdh t^de as a TccaZ^ Pf "bhe finding 
of a 9eP iype listening device, in ifHo residence of isho 
tf,. 8* jjahaesador in tosoovj J8usaio» The pepopt cohpisiis cf 
three perts as follovsst „ 


0 * The report of the X'BX LabdPatory *s analysis 


end expoTimnts* 


<kr. a' 



b. A maim Qcale dmming of oavijy 


nioTophtno .end phoiographo pf Wd domed and 
its various parts* This also contains photogrcphs^f f^^\> 


0 / tfte Dooden seal, in vhich the. device was found* 


V' \ 

V- .J- 


c. The report of the J^aval J^escarch Laboratory 
with the theoretical davolopvient and conploto 
discussions and diagram of the special receiving 
e^uipwoni designed and constructed for the y, 

detegtion of these devices* ' 


nt 


. . Please feel free to. call upon m 
any Questions or problem arising in conneptn*cn w^hei^his 
mttst;» 
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Number 9 of FBI Laboratory Report . 
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8 attachments,. 
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Pnoigoed herewiih io Me J*Mal Mohniaal report 
in. bonngebion, kith roMero^ tiada <ie e r^aul'fc of i'ho ^indingr.' 
of a how typo: iigioning dovioe in the .veeidonoo ef tho 
.£ S* Mhaeoadgr in Mooeoioj Rugsiq* Tho tepgft cgneinta of 
three partk as fqilom: 

d< ^he report of the EBI Laboratory 's amlysie 
.;ond .pxperiaents* 

-=A dgtailed sodle draxoiny of the Euesian cavity 

axiovophone and pHbtogr'aphs fbf the' device and 

‘Std varioue parte, Tpia also contains photographs 
^f the- l^goden seal, in tohioh, tho ^device was found. 
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feport /of the Naval. Eesearch iaborato^y . 
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DATE; J)ecemberMl/^^52 

Vih^ 


TO 


THE DIRECTOR 


TROM 


D. if.. LADD 
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JUNE 
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subject :, jimsmiiE^DjmmuciL 
INSTALLATIONS F0U ND.J[IL^ 
U, S, EMBASSIES ABROAD 
ESPIONAGE - i? 


4 


Tacy^ 


L*ai(Uia«. 


T«Ie« 

Hollott4eu«i« 

I r_ - 


Reference is made to memorandum from Mr» Parsons 
to Mr* Harbo dated December Ij 1952, which advised that the 
technical report has been completed concerning research made 
in connection with the new type listening device found in the 
residence of the U*S»^ Ambassador in Moscow, Russia* You 
instructed that a copy thereof be forwarded to the President 
and that the additional distribution be accomplished by leisters- 
delivered via liaison and that a signed receipt should _b§ * 

obtained for each covv of the report* 


Attached hereto for your signature are suggested 
letters transmitting copies of the report, to' the following: 


The President (Letter addressed to Matt Connelly)i 
Mr* John W* Ford of the State Department; 

Directors of ONI, Gr2 and OSI; 

Director of CIA} 

Chairman of the ICISf 

Chairman, of the Atomic Energy Commission. 


recommendation: 


r!i 


if you approve of these letters, it is recommended 
that they be. signed -and thereafter delivered via liaison to 
the addressees*- Signed receipts will be obtained for each 
report so delivered* letter tojbhe Pr^e^sid epd iJoSJ-lj^ f. 

cour,sep.!be delivered before the.j)thers are delivered* ■" 
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otfaohAd_oboioarjiDK.whiGh^A8^a.^vi.od>une^o .L.Si^i.cmpkoRe^d^^ 
aocideniallv.Aeieo.ted in the building of the Swiss Legation 
in Moscow* 

The microphone is bui lt into an ir on plug which s erves 
as the closinc_pluQj^n alradXdi^t and' do^rd^ to -the Swfss 
report which we receivedt^rot^nvhe State departments it is 
0 uiwardlv indistinauishable-.£ra>M^the . oonventiohdl^ plUdMn::,^_thpji 
radiators of their establishmen t~^miLe.-i!&ll K-nJt. along one 
e dge of the hexagonal head. whic%Js_sj)^small^tMt^^^^ 
perceptible*. The wires from the microphone are encased in. dead 
sheeting wliich runs through the radiator into the connecting 
pipes of the heating system to a concealed point where they 
emerge from the radiator pipe to a special fitting* Although 
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u nderstand ing. conversatipnp^*.. The conclusion „ 
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TO : A 
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SUBJECT; MICROPHONE AND TECHNICAL 

INSTALLATIONS FOUND IN U. S, 

■ mASSISS ABROAD; ESPIONAGE' - R 

PURPOSE ' 

The purpose of this memorandum, is to recommend that 
we return to the U, S* Army Signal Corps Laboratories at 
Fort Monmouth, New Jersey, the ultra high frequency radio 
transmitter used during the research involving the Russian 
resonant cavity microphone. This should be returned by i i 

SA R, V, Smarts who will then have an opportunity to discuss. ^ 

with the Signal Corps experts any work they may have independently 
done in this field, 

DETAILS 



In the initial steps of the technical project to explore 
the Russian resonant cavity microphone, it will be recalled that 
we had no transmitters in the range of frequencies in which the 
microphone was found to operate. The first operation of the 
microphone was achieved Mth a signal generator borrowed from the . 
U, S, Bureau of Standards which had a power of only a fraction 
of one watt. Since representatives of the Signal Corps were 
present at the initial technical discussion, they were aware of 
the work which the Bureau was doing, I inquired of the Signal 
Corps representatives as to whether they might have transmitting 
equipment which we could borrow having greater power than the 
Bureau of Standards* generator. Signal Corps people were most 
cooperative and one of their experts phoned from the Tort Monmouth, 
New Jersey, Laboratories to inquire of the specific equipment 
needed and thereafter, at their own expense, brought a. transmitter 
of approximately four watts power to the Laboratory, This has been 
most helpful in completing our Laboratory work on the instrument. 


We are now ready to return this piece of equipment to 
the Signal Corps Laboratories at Fort Monmouth, New Jersey, Since 
they have previously advised me that they were independently 
makingfsome stud'^es of the operation of resonant cavity microphones 
themselves, it 'is entirely possibiecfthat they have some information 
which would be of interest to par^td^ularly in connection with 

^ bdvdtinQ 


thk possibleffuiure 


acquis itioW&f, acMvdting 

— ^ JL/ 


equipment. 


J^)JDJP/mek 
I I 105 - 1^581 
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r presently have two r^onant^(f}apity microphones which 
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Uem to Mr, Harbo 18/8/58 
Re: 105-19581 


are similar to the Russian instrument. We also have two 
receiving units which our personnel built at the Naval Research 
Laboratory, but we have no transmitters of any kind which can be 
used to activate the microphones .either in searching for these 
listening devices or any desired operation of them. Independently 
of the return of the equipment which the Signal Corps generously 
brought to us, I think it would be to our benefit to have SA 
Swarts visit Forth Monmouth to see what work they have done. He 
will on the occasion of this visit return the transmitter and 
thank the Signal Corps for its use, 

RECOMMENDATION 

That SA R, V, Swartz of the Laboratory drive to the 
Signal Corps. Laboratories at Fort Monmouth, New Jersey, and 
return the transmitting equipment which they loaned to us at 
our request, and also spend a day or two discussing any develop- 
ments in this field which would contribute to our interest, 

!\S- 
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TO i Rt T» Harbo 


trom ; J, w, Conrat 



DATE: December 19^ 1952 


JUNE 
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SUBJECT: MICROPHONE AND TECmiTOAJ. 

INSTALLATIONS FOUND IN 

JTl . embassies ir m iAir 

ESPIONAGE - R. 

105-10581^ 

imi 

SYNOPSIS : 

Per Bureau instructions, J?» W* Swartz of this Sect'iori^ 
returned the four~watt microwave transmitter to Signal Corps 
^gineering Laboratories at Tort Monmouth^ New Jersey, on 
December 15, 1958* A successful microphone device had been 
built there from a drawing furnished them and they have concen- 
"^ated on ^ positive-' military application for "front line" use 
to communicate with rear military positions* , C.ouhtermeasures 
development ws left to NRL to avoid duplicate feffort* ^Suggest 
Liaison Section borrow AN/PRR-4 receiver which they found suttablei 

BACKGROmih : 

' memorandum to you dated December 8, 1952, , 
cooperation of Signal Corps Engihejering Laboratories 
loitft the Bureau in loaning the badly heeded trdnsmitter' to*^s and 
delivering it promptly at their expense* It was poHhted out that 
they may haye^ done developmental work which would, be^ of interest 

vO liS # ^ ~ 


DETAILS: 




+>.« » Mr* Swartz returned the borrowed^ kicrojaave 

obtainable, for our purpose, onl 
December U, 1952, and discussed the Navy Research Laboratories 
report and general aspects of the problem with those men cleared. 
(%EL) at Signal Corps Engineering Laboratories 

n+ <!nv>T civilian head of development, work 

+L+ ffc discussed the inherent problems of such a device, stating 
that they were glad to be of assistance and wanted to help in any 
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•maiier -bhat the Bureau presented to them* Bureau appreciation 
of their assistance was expressed and discussions of technical- 
details were referred to Evans Laboratories, a subdivision of 
3CEL* 


Mr* .Samuel Stibejr, Mr* Bussel Schmidt and Mr* Swartz 
discussed technical aspects of the microphone device at some 
length*< In order to disperse any misgivings on the technical 
level about the project on .countermeasures being carried on at 
llavy Research Laboratories, Mr* Swartz pointed out that dupli- 
cation o^ effort and expense was thereby eliminated* All the 
men mentioned above indicated that their work had proceeded to 
the positive applications with some success, thereby proving 
that, the elimination of duplicate countermeasure study was the 
best course of action* , 

They plan to examine further the use of such >c micro- 
phone at front-line posts since no wires' or batteries would be 
required for its operation* Since the microphone operates on a 
specific frequency, a large number of units could^ be operated 
from'- a single variable frequency transmitter at a rear command 
post* 


Based on the FBI drawing furnished them, a unit was 
made which was claimed to have excellent audio sensitivity* 

•' Using a fraction of a watt of power and a AN/PBB-4 receiver 

the device was operated through a thin plywood wall* Positioning 
was very critical which compares with test results at the Bureau* 

Using a spectrum analyzer they determined, the modu- 
lation to be nearly 50 per cent as shown by oscillograms in 
their report* Frequency modulation was not apparent in' the 
pho.iographs and it was noted that side bands of such modulation 
would be greatly attenuated due to the high .Q. of the device* 

The optimum frequency for their unit was about} 1100 
megacycles with a diso-diaphrqm separation in the order of one 
mil rather than nine mils as with the Russian unit* No cross- 
hatching of the disc surface was used which probably caused 
shorting and audio distortion at high volume levels* This was 
discounted since they presumed that most uses of the device 
would be at low volume levels* 
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The M/PBB-4 receiver is aperi'odio over -the fre- 
Quency rcnye we ore ini/eresied in^ is bsi/i/ery operciiedj hos 
good sensitivity with frequency rejection and was inferred to 
be more applicable than the Navy Research Laboratories receiver* 
Ur, Stiber urged that the Bureau borrow one and try it out* 

It was mentioned that Bell Telephone Laboratories had 
developed a device for modulation of a microwave carrier by 
changing the physical size of a wave, guide section* No capacity 
effect was used and it did not appear applicable to the immediate 
Bureau studies* 

A. short report was shown to Mr* Swartz which had ' 
general discussion of the Signal Corps development without 
much detail* It would be desirable to. have a copy which is 
being requested separately* 

Ur* Swartz was very courteously received and a spirit 
of full cooperation pervaded all discussions* Appreciation of 
the' Bureau was expressed to the men contacted* 

RECOUUENDATION : 

It is recommended that Liaison Section obtain one 
AN/RSB-d receiver through G-'S on a one-month loan basis for 
experiments in the FBI Laboratory* 
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ReBulet 


The BiirftAH is advised that, since 

visited the B ureau on October 19S2. the British Go vern- 
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ment has for ^lv designated 


1'^ 


ktated that. Yfhile several agenciesT 
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Wit h reference to the dissemination of pertinent developments achiev ed 
local ly, I ~| to tlie 

Bureau I In .order that I I he su ggested 

the Bureau mav desire to sendwhatever information they deem pei^inent to 


The only exception to this would be where the Bur eau had 



specific natters they might desire, to ‘be taken up directly with[ 
case, of course, it would be done through this office. 


in which 
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haointed'out that the forehoihgro rocedures would be 

I It having been noted that 


this office advised |_ 


[ that, \inless contrary advice were received, 
the method he suggested would be agreeable. 
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